Bug Bounty Program Terms and Conditions

Date: [Insert Date]
Dear [Participant's Name],
Thank you for your interest in participating in our Bug Bounty Program. We appreciate your

efforts to help maintain the security of our systems. By participating in our program, you agree to
the following terms and conditions:

1. Eligibility
Participants must be at least 18 years old and legally permitted to engage in security research.

2. Scope

Only the specified systems and services mentioned on our program page are eligible for testing.
Please refer to [Link to Scope Page] for a detailed list.

3. Reporting

To submit a valid report, please follow the reporting guidelines provided on our program page.

4. Do's and Don'ts

o Do: Report promptly any security issues you discover.
« Don't: Attempt to access data or systems not included in the scope.

5. Rewards

All accepted reports will be eligible for rewards as stated on our program page. Reward amounts
may vary based on severity and impact.

6. Confidentiality

You agree not to disclose any vulnerabilities to the public or any third parties until after we have
taken appropriate action.

7. Liability

By participating in this program, you agree that we will not be liable for any damages caused by
your testing methods as long as you adhere to the terms outlined herein.



8. Changes

We reserve the right to modify these terms at any time. It is your responsibility to stay updated
with any changes.

By participating in our Bug Bounty Program, you confirm that you have read and understood
these terms and accept to be bound by them.

Thank you for helping us improve our security!
Sincerely,

[Your Name]

[Your Job Title]

[Company Name]

[Contact Information]



