Data Processing Agreement

Effective Date: [Insert Date]

This Data Processing Agreement ("Agreement”) is entered into by and between:

Data Controller: [Insert Company Name], with an address at [Insert Address] (*Controller")
and

Data Processor: [Insert Cloud Service Provider Name], with an address at [Insert Address]
("Processor™).

1. Purpose

The purpose of this Agreement is to outline the terms under which the Processor will process
personal data on behalf of the Controller.

2. Definitions

For the purposes of this Agreement:
o "Personal Data' means any information relating to an identified or identifiable natural

person.
e "Processing' refers to any operation or set of operations performed on Personal Data.

3. Scope of Processing

The Processor shall process Personal Data as necessary to provide cloud services under the
agreement between the parties.

4. Obligations of the Processor

The Processor agrees to:
e Process Personal Data only on documented instructions from the Controller.

o Implement appropriate technical and organizational measures to protect Personal Data.
o Assist the Controller in responding to individuals' rights requests.

5. Data Transfers

The Processor shall not transfer Personal Data to a third country without the prior written
consent of the Controller.



6. Term and Termination

This Agreement shall commence on the Effective Date and shall continue until terminated by
either party with [Insert Notice Period] notice.

7. Governing Law

This Agreement shall be governed by and construed in accordance with the laws of [Insert
Jurisdiction].

8. Signatures

In witness whereof, the parties have executed this Data Processing Agreement as of the date first
above written.

Data Controller:

[Name, Title]

Data Processor:

[Name, Title]



